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A bst ract

The LinkConnect ionStrength package provides funct ions to calculate and vizualize entropy,
connection strengths and link str engths for discrete Bayesian Networks. The package is imple-
mented for IntelÕsOpen Source Probabilistic Network Libr ary (PNL).

The vizualizat ion component relies on the GraphViz package to provide the actual picture of
the graph. Within the graph varying gray scales of the links indicate link st rengths and varying
shades of the nodes indicate connect ion st rengths relat ive to a speciÞc node, while the actual
numbers are provided as the labels of the links or nodes.

The following measuresare implemented:

¥ Entropy is used to measure the uncertainty in a single node.

¥ Mutual informat ion is used to measure connect ion st rength.

¥ Two measures derived from mutual informat ion are available to measure link st rength
(True Average Link Strength and Blind Average Link Strength).

¥ In addit ion, mutual informat ion percentage and link st rength percentage are provided to
measure the percentage of the exist ing uncertainty that has been removed.

Complete deÞnit ions of all of the above terms are given in this document .
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X : P(X = Tr ue) = 0.5

Z : P(Z = Tr ue|X = Tr ue) = 0.9

P(Z = Tr ue|X = F alse) = 0.1

Y : P(Y = Tr ue|X = Tr ue, Z = Tr ue) = 0.9

P(Y = Tr ue|X = F alse, Z = Tr ue) = 0.89

P(Y = Tr ue|X = Tr ue, Z = F alse) = 0.1

P(Y = Tr ue|X = F alse, Z = F alse) = 0.11

Figure 1: Example 1 - Sample BN with weak link from X to Y , but st rong links from X to Z and
from Z to Y .

1 I nt ro ducti on

The LinkConnect ionStrength package provides funct ions to calculate and vizualize entropy, con-
nect ion strengths and link strengths, for discrete Bayesian Networks. The package is implemented
for IntelÕs Open Source Probabilist ic Network Library (PNL).

Thevizualizat ion component relies on the GraphViz package to provide theactual pictureof the
graph. Within the graph varying gray scales of the links indicate link st rengths and varying shades
of the nodes indicate connect ion strengths relat ive to a speciÞc node, while the actual numbers
are provided as the labels of the links or nodes. (All source Þles for the package and addit ional
documentat ion are available at www.DataOnStage.com)À

1.1 T he D i! erence Between L ink St rengt h and Connect ion St rengt h

The concepts of link st rength and connect ion strength for discrete Bayesian Networks were int ro-
duced formally by Boerlage in 1992 [1]. In [1] connection strength is deÞned to apply to any pair
of nodes (adjacent or not) and measures the strength between the nodes taking any possible path
between them into account . In contrast link strength applies to a speciÞc edge between two adjacent
nodes and measures the strength of connect ion only along that single edge.

To demonstrate the di! erence between link st rength and connect ion strength consider the net-
work shown in Figure 1. Each of the three nodes only has two states, Tr ue and F alse. The
values for X = F alse, etc., are omit ted in Figure 1, since they follow immediately from the values
provided.

Let us focus on the connect ion between nodes X and Y . For this sample network the direct link
from X to Y is weak1 , while the indirect link from X to Y through Z is very st rong. According to
the above (vague) concept deÞnit ions, the connect ion strength between X and Y is strong, but the
link st rength of the edge X ! Y is weak:

CS(X , Y ) = strong,

LS(X ! Y ) = weak.

1This can easily be seen in the probabilit ies in Figure 1, because the state of X has lit t le e! ect on the value of
P (Y = T r ue|X , Z ).
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Any pair of measures for link st rength and connect ion strength should yield this result for the
considered example.

1.2 W hich measures are implement ed here?

The most popular measures for link st rength and connect ion strength are based on entropy and
mutual informat ion and those are implemented here:

¥ Entropy is used to measure the uncertainty in a single node.

¥ Mutual informat ion is used to measure connect ion strength.

¥ Two measures derived from mutual informat ion are available to measure link st rength (True
Average Link Strength and Blind Average Link Strength).

¥ In addit ion, mutual informat ion percentageand link st rength percentageare provided to mea-
sure the percentage of the exist ing uncertainty that has been removed.

Complete deÞnit ions of all of the above terms are given in Sect ion 3.
Both entropy and mutual informat ion were deÞned already by Shannon [2] in the 1940s in the

context of communicat ion theory. Pearl [3] was the Þrst to propose the use of mutual informat ion
to measure connect ion strentgth in Bayesian Networks.

There are drawbacks to using entropy as a measure of uncertainty and thus as basis for con-
nect ion strength and link strength measures. Some of those drawbacks are pointed out by Pearl
[3], others by U" nk [4]. However, since no bet ter alternat ive has yet emerged, those measures
are st ill the most common choice. Nevertheless, an accompanying document (available soon at
www.dataonstage.com) discusses the limitat ions of these measures so that users are aware of what
they can and what they cannot do and use the measures accordingly.

There is much less literature on the deÞnit ion of link st rength than on connect ion strength
and it appears to be harder to measure. Boerlage [1] deÞned measures for both link strength
and connect ion strength. However, those only apply to two-state variables and are not used here.
Nicholson and Jitnah [7] derived expressions for link st rength based on mutual informat ion for the
purposeof e" cient approximate inference. Variat ions of thoseexpressionsareused hereasmeasures
for link st rength. Thus [7] forms the basis for the two link st rength measures implemented here.

Several commercial BN software packages also o! er some measures for link st rength and/ or
connect ion strength, but it is often di" cult to get a hold of the precise deÞnit ions of those. Fi-
nally, several other measures and vizualizat ion techniques have been proposed in literature, see for
example the work by Nicholson and Jitnah [8], Lacave and Diez [9,10] and Zapata-Rivera et al.
[11].

1.3 H ow t o U se t he Package

To use the package, download the following Þles and compile them along with your own code: PNL-
toGraphviz.hpp, PNLtoGraphviz.cpp, LinkConnect ionStrengths.hpp, LinkConnect ionStrengths.cpp.
You should then be able to use any of the funct ions listed in this document in your own code. To
see an example, download and compile the Þles SampleUseLCS.cpp, models.h and models.cpp.

For more detailed installat ion inst ruct ion and informat ion on how to turn the result ing dot
graph Þles into rendered graphs, see the other documentat ion available at www.DataOnStage.com.
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2 Organizat ion of t his D ocument

The remainder of this document is organized as follows. Sect ion 3 describes all the available func-
t ions to calculate entropy, connect ion strengths and link strengths. Sect ion 5 describes predeÞned
funct ions that provide a plain text output for groups of informat ion, e.g. the entropy of all nodes,
the link st rengths of all links in the network or the mutual informat ion of all nodes relat ive to a
speciÞc target node. Sect ion 6 describes extensions of the PNLtoGraphviz interface that write a
descript ion of the network graph along with the informat ion of entropy, connect ion strengths or
link st rengths to a Þle. In addit ion to providing the actual numbers, link st rength is vizualized by
gray scale of the arcs and connect ion strength is vizualized by gray scales of the nodes. The Þle is
in the GraphViz format and can be read by GraphVizÕdot-command to generate the actual graph
picture.

3 Functi ons for Calcul at ing Ent rop y, Connecti on Stre ngths and
L ink St rengt hs

All funct ions are so far deÞned only for discrete Bayesian Networks!

3.1 N otation

The following notat ion is used throughout this document . U(X ) denotes the uncertainty of a single
discrete variable X (measured by its entropy) and is deÞned as follows:

U(X ) = "
!

x i

P(xi ) log2 (P(xi )) =
!

x i

P(xi ) log2

"
1

P(xi )

#

U(Y |X ) is the expected uncertainty in Y if X is known and is calculated by averaging U(Y |xi )
over all possible states xi of X :

U(Y |X ) =
!

xi

P(xi )U(Y |xi ) =
!

x i

P(xi )
!

yj

P(yj |xi ) log2

"
1

P(yj |xi )

#

Similarly U(Y |X , Z ) is the expected uncertainty in Y if both X and Z are known:

U(Y |X , Z ) =
!

x,z

P(x, z)U(Y |x, z) =
!

x,z

P(x, z)
!

y

P(y|x, z) log2

"
1

P(y|x, z)

#
,

where the summat ions are over all possible states x, z, y of variables X , Z, Y , respect ively.
Note that just as in the last formula above, the indices (e.g. i of xi ) are dropped from now on

for bet ter readability.

3.2 Ent ropy

A funct ion is provided to calculate the entropy of any speciÞc node:

doubl e Ent r opy( i nt X_i ndex, pnl w: : BayesNet & BNet ) ;

Input variables:

¥ X index: index of considered node (X )
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¥ BNet: BayesNet to which X belongs

Funct ional i t y : This funct ion returns the entropy of node X index, according to the formula:

U(X ) =
!

x

P(x) log2

"
1

P(x)

#

where the summat ion is over all discrete states of variable X .
Quest ion addr essed: How much uncertainty (in the entropy sense) is there in X if no evidence
is given for any of the nodes?

3.3 M ut ual I nformat ion

The main funct ion to calculate mutual information and mutual information ÒpercentageÓis the
following:

voi d Mut ual I nf or mat i on_wi t h_per c( i nt X_i ndex, i nt Y_i ndex,
pnl w: : BayesNet & BNet ,
doubl e & MI , doubl e & MI _per c ) ;

Input variables:

¥ Y index: node whose uncertainty we wish to analyze (Y is the target node)

¥ X index: node whose inßuence on Y we wish to analyze (X is the evidence node)
(Role of X and Y is interchangeable for MI, but not for MI%!)

¥ BNet: BayesNet to which X and Y belong.

Output variables:

¥ MI: mutual informat ion of X and Y = reduct ion of uncertainty in Y by knowing X ;

¥ MI%: percentage reduct ion of uncertainty in target node Y by knowing X .

MI and MI% are deÞned as follows:

1. M I : Mutual informat ion of X and Y

M I (X , Y ) = U(Y ) " U(Y |X ) = U(X ) " U(X |Y ) (1)

=

U(Y )
$ %& '
!

x,y

P(x, y) log2

"
1

P(y)

#
"

U(Y |X )
$ %& '
!

x,y

P(x, y) log2

"
P(x)

P(x, y)

#
(2)

=
!

x,y

P(x, y) log2

"
P(x, y)

P(x)P(y)

#
,

where the summat ion is over all discrete states x of X and y of Y . Equat ion (2) is actually
used in the implementat ion, because it gives separate access to U(Y ) and U(Y |X ), which is
used to calculate MI Percentage below.
Note that MI(X,Y) is symmetric in X and Y , thus the order of X and Y in the funct ion call
does not mat ter for this.
Quest ions addr essed: By how much is the uncertainty in Y reduced by knowing the state
of X ? By how much is the uncertainty in X reduced by knowing the state of Y?
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2. M I %: Percentage reduct ion of uncertainty in target node Y by knowing X

M I %(X , Y ) =
U(Y ) " U(Y |X )

U(Y )
á100 =

M I (X , Y )
U(Y )

á100.

N ot e t hat M I %(X ,Y ) is not symmetric in X and Y , t hus t he or der of X and Y in
the func tio n call does mat t er for t his!

Quest ion addr essed: By how many percentage points is the uncertainty in Y reduced by
knowing the state of X ?

A second funct ion is available for convenience if one wants only one of the values, MI or MI%:

doubl e Mut ual I nf or mat i on( i nt X_i ndex, i nt Y_i ndex, pnl w: : BayesNet & BNet ,
bool want _per cent age) ;

returns MI, if want percentage = false
returns MI%, if want percentage = true.

3.4 L ink Strength

Link Strength measures how strongly two adjacent nodes are connected along the connecting edge.
Connect ivity along other paths should not be included in link st rength.

All link st rengths measures provided here are derived from the concept of mutual informat ion.
The main funct ion to calculate link st rengths for two adjacent discrete nodesof a Bayesian Network
is as follows:

voi d Li nkSt r engt h_wi t h_per c( i nt i ndex1, i nt i ndex2, pnl w: : BayesNet & BNet ,
const st d: : st r i ng & f or mul a,
doubl e & Tot al Val ue, doubl e & Per cent ageVal ue) ;

Input variables:

¥ index1: index of Þrst node

¥ index2: index of second node (must be adjacent to Þrst node!)

¥ BNet: BayesNet to which both nodes belong

¥ formula: name of formula to be used for calculat ion.
Current opt ions for formula are: ÒTrueAverageÓand ÒBlindAverageÓ.

Output variables:

¥ TotalValue: Value of link st rengths according to formula;

¥ PercentageValue: Percentage value of link st rength according to formula (see def. below).

Funct ional i t y :
The funct ion Þrst establishes which node of index1, index2 is the parent and which one is the child
and assigns:

X = parent , Y = child.
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Then it determines the set , Z , of all other parents of Y , i.e. all parents of Y except node X :

Z = other parents(Y) = parents(Y) " { X } .

Note that Z may represent several variables, but for simplicity it is represented here by a single
let ter (which can be read as the Cartesian product of all of those variables). Likewise any possible
state combinat ion of Z is denoted by a single let ter, z.

Per cent ageValue is deÞned for LinkStrength equivalent ly to to the way the percentage value was
deÞned for mutual informat ion (MI%).

Tot alValue and Per cent ageValue are calculated according to the following formulas:

1. Tr ue Av erage L ink Strength:

LStr ue(X ! Y ) = U(Y |Z ) " U(Y |X , Z ),

where by deÞnit ion

U(Y |X , Z ) =
!

x,z

P(x, z)
!

y

P(y|x, z) log2
1

P(y|x, z)
(3)

and

U(Y |Z ) =
!

z

P(z)
!

y

P(y|z) log2
1

P(y|z)
=

!

x,z

P(x, z)
!

y

P(y|x, z) log2
1

P(y|z)
.(4)

The expression for U(Y |Z ) on the very right in Equat ion (4) may look more complicated
than necessary, but it is just as simple to calculate because it reuses many terms from the
calculat ion of U(Y |X , Z ) and it is the one used in the implementat ion. P(y|z) is calculated
from exist ing terms as

P(y|z) =
!

x

P(y|x, z)P(x, z)
P(z)

.

Combining the results above one can write

LStr ue(X ! Y ) =
!

x,z

P(x, z)
!

y

P(y|x, z) log2
P(y|x, z)
P(y|z)

,

but the actual implementat ion uses Equat ions (3) and (4) for U(Y |Z ) and U(Y |X , Z ) to
facilitate the calculat ion of the True Average Percentage below.
Quest ion addr essed: By how much is the uncertainty in Y reduced by knowing the state of
X , if the states of al l other parent variables are known (averaged over the parent states using
the actual frequencyof occurrence of the parent states)?
Comment : This may be the most meaningful measure for link st rength, if only a single
measure is to be used. Proposed by Nicholson and Jitnah [7] for a similar purpose.
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2. Tr ue Av erage Percent age:

LS%tr ue(X ! Y ) =
U(Y |Z ) " U(Y |X , Z )

U(Y |Z )
á100 (5)

=
LStr ue(X ! Y )

U(Y |Z )
á100

Quest ion addr essed: By how many percentage points is the uncertainty in Y reduced by
knowing the state of X , if the states of al l other parent variables are known (averaged over
the parent states using the actual frequencyof occurrence of the parent states)?

3. Blind A verage Link Strength:
Thismeasure isderived from TrueAverage Link Strength, but disregards theactual frequency
of occurrence of the parent states by assuming X , Z are independent and all uniformly dis-
t ributed, i.e.

öP(x, z) = P(x)P(z), öP(x) =
1

# (X )
, öP(z) =

1
# (Z )

, (6)

where # (X ) denotes the number of discrete states of X , etc.
This creates a local measure that depends only on the child node and its condit ional proba-
bility table, but nothing else in the network.
This yields a much simpler formula:

LSbl i nd(X ! Y ) = öU(Y |Z ) " öU(Y |X , Z ),

where

öU(Y |X , Z ) = =
!

x,z

öP(x, z)
!

y

P(y|x, z) log2
1

P(y|x, z)

=
1

# (X )# (Z )

!

x,y,z

P(y|x, z) log2
1

P(y|x, z)
(7)

öU(Y |Z ) =
!

x,z

öP(x, z)
!

y

P(y|x, z) log2
1

öP(y|z)

=
1

# (X )# (Z )

!

x,y,z

P(y|x, z) log2
1

öP(y|z)
, (8)

where

öP(y|z) =
!

x

P(y|x, z) öP(x, z)
öP(z)

=
!

x

P(y|x, z) 1
# (X )# (Z )

1
# (Z )

=
1

# (X )

!

x

P(y|x, z)

and thus

LSbl i nd(X ! Y ) =
1

# (X )# (Z )

!

x,y,z

P(y|x, z) log2

(
P(y|x, z)

1
# (X )

)
x P(y|x, z)

*

,
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where P(y|x, z) is given by the condit ional probability table of Y and no inference is required.
Again, Equat ions (7) and (8) are actually used in the implementat ion, to obtain öU(Y |Z ) and
öU(Y |X , Z ) to facilitate the calculat ion of the Blind Average Percentage below.
Quest ion addr essed: By how much is the uncertainty in Y reduced by knowing the state
of X , if the states of al l other parent variables are known (averaged over the parent states
assuming all parents are independent of each other and uniformly distr ibuted)?
Comment : This is the simplest and computat ionally least expensive measure. It is also a
local measure, taking only the child and its condit ional probability table into account , thus
allowing for isolated analysis of child and parents, regardless of the rest of the network.

4. B l ind A ver age Per cent age: Same expression as (6), but using the independence and
uniformity assumpt ions of (6). This yields:

LS%bl i nd(X ! Y ) =
öU(Y |Z ) " öU(Y |X , Z )

öU(Y |Z )
á100 (9)

=
LSbl i nd(X ! Y )

öU(Y |Z )
á100

Quest ion addr essed: By how many percentage points is the uncertainty in Y reduced by
knowing the state of X , if the states of al l other parent variables are known (averaged over the
parent states assuming all parents are independent of each other and uniformly distr ibuted)?

A second funct ion is available for convenience if one only wants one of the values, LS or LS%:

doubl e Li nkSt r engt h( i nt i ndex1, i nt i ndex2, pnl w: : BayesNet & BNet ,
const st d: : st r i ng & f or mul a, bool want _per cent age) ;

returns LS, if want percentage = false
returns LS%, if want percentage = true.

3.5 Scaling Funct ion

The following funct ion is useful to scale the values of entropy, mutual informat ion or link st rength
to a value between 0 and 1. This is useful for example for vizualizat ion purposes, namely to select
a gray value for print ing of the links, nodes, etc. The funct ion

doubl e Ent r opy_bound( pnl w: : BayesNet * BNet _p ) ;

Þrst determines the node in the network with the largest number of states and then returns its
logarithm:

log2(largest # of states per node).

Entropy, Mutual Informat ion (MI) and Link Strength (LS) all return values between 0 and En-
t ropy bound. Thus dividing Entropy, MI or LS by Entr opy bound yields a value between 0 and 1
that can be converted to gray values:

Entr opy
Entr opy bound

# [0, 1],
M I

Entr opy bound
# [0, 1],

LS
Entr opy bound

# [0, 1].

Note that in contrast the percentage values, namely MI% and LS%, yield a value between 0 and
100, thus should be scaled by 100 to yield a value between 0 and 1:

M I %
100

# [0, 1],
LS%
100

# [0, 1].
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4 Comput at ional I ssues

4.1 H andling Special Cases (D ivision by zero, et c.)

When calculat ing entropy, mutual informat ion and link strengths there can always be degenerate
terms. For example, what is the result for expression P(x) álog2

+
1

P (x)

,
in the entropy calculat ion

if P(x) = 0? It turns out that the above expression converges towards 0 if P(x) converges towards
zero. Thus this implementat ion simply tests whether P(x) < ! , where here we use ! = 10−10, and
in that case simply drops the ent ire expression, i.e. sets it to zero.

Considering the formulas for mutual informat ion and link st rengths turns up a variety of similar
degenerate cases that would lead to division by zero, calculat ing the logarithm of zero, or calculat ing
an undeÞned expression such as P(y|x) for P(x) = 0. Fortunately, careful analysis shows that in all
of those cases the expressions in quest ion converge towards zero when approaching the degenerate
case and thus a similar similar simple procedure can be used: whenever certain probabilit ies are
smaller than ! the corresponding expression is t reated as zero.

4.2 I nference U sed and Comput at ional Complexit y

The computat ion with the highest computat ional complexity in all of the connect ion strength and
link st rength funct ions is probably the inference used to calculate all the required probabilit ies.
Thus the inference steps required are discussed for each funct ion.

¥ Ent r opy:
Calculat ing the entropy of a single node, X , requires to calculate its marginal dist ribut ion,
P(X ).
Thus funct ion GetJ PD(ÒX ′′) is called once for each node using the junct ionTree method for
inference.

¥ Mutual Information:
Calculat ing mutual informat ion of a node pair (X , Y ) requires to calculate its joint dist ribu-
t ion, P(X , Y ).
Thus funct ion GetJ PD(ÒX Y ′′) is called once for each node pair using the junct ionTree
method for inference.

¥ Blind A verage Link Strength (including Percen tage):
Calculat ing theBlind Average Link Strength for an arc X ! Y doesnot requireany inference.
Only the condit ional proabilit ies P(Y | all parents of Y ) are needed.
Those are obtained through calls to GetPTabular (. . .) which simply read values from the
exist ing condit ional probability tables.

¥ Tr ue Av erage L ink Strength ( including Percen tage):
To calculate the True Average Link Strength for an arc X ! Y requires calculat ing the joint
dist ribut ion of the parents of Y : P(all parents of Y ).
Thus GetJ PD(Òpar ent1 par ent2 . . .′′) is called once for each arc X ! Y using the junct ion-
Tree method for inference2.

2One also needs the same calls to GetPTabular as in the case of Blind Average Link St rength, but in comparison
to the call to GetJ PD those are assumed to be negligeable.
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One may not ice that the same joint dist ribut ion, P(all parents of Y ), may potent ially be calculated
many t imes, when calculat ing all the true average link st rengths in a network, which is quite
wasteful. For example, if X 1 and X 2 are both parents of Y , then P(all parents of Y ) is calculated
once again for arc X 1 ! Y and once for X 2 ! Y .

However, computat ional complexity so far does not appear to be an issue, and the current
implementat ion has the advantage of keeping the calculat ion of LS(X 1 ! Y ) independent of
LS(X 1 ! Y ). Nevertheless, if computat ional complexity turns out to be an issue for larger net-
works, pre-calculat ing and storing P(all parents of Y ) for all nodes in the networking may be a
good way to cut down complexity by a factor of about the average number of parents per node in
the network.

5 Functi ons for Pl ain Text Output

5.1 A vailable Funct ions

The following funct ions provide various informat ion by print ing the results on the screen (rather
than writ ing them to a graph Þle as is the case for the funct ions in the following sect ion). These
funct ions simply call the various funct ions of the previous sect ion for all nodes or all links, etc.,
and print the result .

An example of the use and output of most of these funct ions is given in Sect ion 5.2.
Input variables used in t he functions below:

¥ net : pointer to discrete BN.

¥ target node, target node name: index or name of target node relat ive to which Mutual In-
format ion (Percentage) of all other nodes is calculated.

¥ formula: name of formula to be used for link st rength calculat ion.
Current opt ions are ÒTrueAverageÓand ÒBlindAverageÓ

¥ want percentage: True or False; If ÒTrueÓ return absolute value (of link or connect ion
strength), otherwise return percentage value.

A vai lable Funct ions:

1. Gr aph Struc ture

voi d Pr i nt _Gr aph_St r uct ur e( pnl w: : WGr aph & myGr aph ) ;

Funct ional i t y : Output the graph structure by print ing each node name, followed by a list
of its parents.

2. Ent r opy

voi d Pr i nt _Ent r opy( pnl w: : BayesNet & BNet ) ;

Funct ional i t y : Print entropy for all nodes of the network.

3. Link Strengths
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voi d Pr i nt _Li nk_St r engt hs( pnl w: : BayesNet & BNet , const st d: : st r i ng & f or mul a,
bool want _per cent age) ;

Funct ional i t y : Print desired type of link st rength for all arcs of the network

4. Connection Strengths

voi d Pr i nt _Mut ual _I nf or mat i on_For _Si ngl e_Node( pnl w: : BayesNet & BNet ,
St r i ng & t ar get _node_name,
bool want _per cent age) ;

Funct ional i t y : Print Mutual Informat ion of all nodes relat ive to target node (where tar-
get node is denoted by its name).

voi d Pr i nt _Mut ual _I nf or mat i on_For _Si ngl e_Node( pnl w: : BayesNet & BNet ,
i nt t ar get _node,
bool want _per cent age) ;

Funct ional i t y : Same as above, but target node is denoted by its index.

voi d Pr i nt _Mut ual _I nf or mat i on_For _Al l _Nodes( pnl w: : BayesNet & BNet ,
bool want _per cent age) ;

Funct ional i t y : Call Print Mutual Informat ion For Single Node for all nodes of network, i.e.
in turn each node is used as target node (one after the other)

5. Summar y R epor t

voi d Pr i nt _Summar y_Repor t ( pnl w: : BayesNet & BNet ) ;

Funct ional i t y : Print the following informat ion by calling the above funct ions: Graph struc-
ture, Entropy, Blind Average Link Strength + Percentage, True Average Link Strength +
Percentage, Mutual Informat ion + Percentage for all nodes as target nodes.

5.2 Plain Text Out put for Example 1

The following sample code demonstrates how to generate plain text output for Example 1 (see
Figure 1 in Sect ion 1.1):

Sample Code for Plain Text Output of Example 1:

BNet _p = St r ong_Weak_exampl e( ) ;

Pr i nt _Gr aph_St r uct ur e( BNet _p- >Net ( ) . Gr aph( ) ) ;
Pr i nt _Ent r opy( * BNet _p ) ;
Pr i nt _Li nk_St r engt hs( * BNet _p, " Tr ueAver age" , f al se) ;
Pr i nt _Li nk_St r engt hs( * BNet _p, " Tr ueAver age" , t r ue) ;
Pr i nt _Li nk_St r engt hs( * BNet _p, " Bl i ndAver age" , f al se) ;
Pr i nt _Li nk_St r engt hs( * BNet _p, " Bl i ndAver age" , t r ue) ;
Pr i nt _Mut ual _I nf or mat i on_For _Al l _Nodes( * BNet _p, f al se) ;
Pr i nt _Mut ual _I nf or mat i on_For _Al l _Nodes( * BNet _p, t r ue) ;
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Here is the corresponding output :

Output for Sample Code A bove:

Pr i nt i ng Gr aph St r uct ur e
Node 0: X

Par ent s:

Node 1: Y
Par ent s: X Z

Node 2: Z
Par ent s: X

Ent r opy f or al l nodes:
Node 0: X 1. 000
Node 1: Y 1. 000
Node 2: Z 1. 000

Li nk St r engt hs f or al l ar cs usi ng Tr ue Aver age
X - > Y LS = 0. 000
Z - > Y LS = 0. 204
X - > Z LS = 0. 531

Li nk St r engt hs f or al l ar cs usi ng Tr ue Aver age Per cent age
X - > Y LS = 0. 0%
Z - > Y LS = 29. 7%
X - > Z LS = 53. 1%

Li nk St r engt hs f or al l ar cs usi ng Bl i nd Aver age
X - > Y LS = 0. 000
Z - > Y LS = 0. 516
X - > Z LS = 0. 531

Li nk St r engt hs f or al l ar cs usi ng Bl i nd Aver age Per cent age
X - > Y LS = 0. 0%
Z - > Y LS = 51. 6%
X - > Z LS = 53. 1%

Mut ual I nf or mat i on f or Tar get Node: X
MI ( Y, X) = 0. 311
MI ( Z, X) = 0. 531

Mut ual I nf or mat i on f or Tar get Node: Y
MI ( X, Y) = 0. 311
MI ( Z, Y) = 0. 515

Mut ual I nf or mat i on f or Tar get Node: Z
MI ( X, Z) = 0. 531
MI ( Y, Z) = 0. 515

Mut ual I nf or mat i on Per cent age f or Tar get Node: X
MI %( Y, X) = 31. 1%
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MI %( Z, X) = 53. 1%

Mut ual I nf or mat i on Per cent age f or Tar get Node: Y
MI %( X, Y) = 31. 1%
MI %( Z, Y) = 51. 5%

Mut ual I nf or mat i on Per cent age f or Tar get Node: Z
MI %( X, Z) = 53. 1%
MI %( Y, Z) = 51. 5%

6 Functi ons for Cre ati ng Gra phs showing Ent rop y, L ink and Con-
necti on Stre ngths

In most instances graphs are much more helpful than plain text to vizualize all the informat ion
provided by entropy, connect ion strengths and link st rengths. Thus the measures deÞned in the
LinkConnect ionStrength package are now combined with the PNLtoGraphviz package which can
generate graph Þles for Bayesian Networks. Four new funct ions have been added to PNLtoGraphviz
to vizualize entropy, mutual informat ion and link strength for discrete Bayesian Networks.

If you have successfully downloaded and used the Þles of the LinkConnect ionStrength package,
then you already also have all the Þles for PNLtoGraphviz, since they come together in the PN-
LVizualize package. The key thing to know about PNLtoGraphviz is that it generates a descript ion
of a graph in a ÔdotÕ-Þle, which must then st ill be converted to a rendered graph using the dot
command of the GraphViz package. The GraphViz package is a widely used open source graph
visualizat ion software available at ht tp:/ / www.graphviz.org/ . It is very common and available for
almost any plat form. It is also very easy and fast to install. So, please donÕt be concerned about
this addit ional step - the results will be worth your e! ort (and youÕll probably Þnd many other uses
for GraphViz, too).

For addit ional informat ion on the PNLtoGraphViz package and how to use it , please see the
manual available at www.dataonstage.com.

6.1 A vailable Funct ions

The PNLtoGraphViz package now makes four new graph print ing rout ines available for discrete
Bayesian Networks. These are described below. As ment ioned above the code generates only the
ÔdotÕ-Þle for each graph which is then converted to a rendered graph using the dot command of the
GraphViz package.

Input variables used in t he functions below:

¥ net : pointer to BayesNet

¥ Þlename: name of output Þle

¥ target node index: index of node relat ive to which Mutual Informat ion (Percentage) of all
other nodes is calculated.

¥ formula: name of formula to be used for link st rength calculat ion.
Current opt ions are ÒTrueAverageÓand ÒBlindAverageÓ.
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¥ want percentage: True or False; Calculates absolute value of link or connect ion strength if
ÒTrueÓ, otherwise percentage value.

¥ customized node shape: opt ional parameter that allows one to change the look of the nodes
in result ing graph (see PNLtoGraphviz documentat ion for its use).

Output variable:

¥ Each funct ion should return Ò1Óif the Þle was created successfully and Ò0Óotherwise. How-
ever, this features hasnÕt been tested extensively.

A vai lable Funct ions:

1. Ent r opy Gr aph for D iscr et e B N

i nt PNLt oGr aphvi z_wi t h_Ent r opy ( BayesNet * net ,
const st d: : st r i ng & f i l ename) ;

Funct ional i t y : Creates graph including entropy for each node. The entropy is shown in the
graph as a number below the node name.

2. Graph with Connection Strengths for D iscrete B N

i nt PNLt oGr aphvi z_wi t h_MI ( BayesNet * net , const st d: : st r i ng & f i l ename,
i nt t ar get _node_i ndex, bool want _per cent age) ;

Funct ional i t y : Creates graph including mutual informat ion (or mutual informat ion percent-
age) relat ive to target node. The target node is indicated by an octagonal node shape and its
entropy included underneath the node name. Connect ion Strength of all other nodes relat ive
to this one is displayed by (1) number underneath the node name and (2) gray scale of node.

i nt PNLt oGr aphvi z_wi t h_MI ( BayesNet * net , const st d: : st r i ng & f i l ename,
const St r i ng t ar get _node_name,
bool want _per cent age) ;

Funct ional i t y : Same as above, but using Node Name instead of Node Index for target node.

3. Graph with L ink Strengths for D iscrete B N

i nt PNLt oGr aphvi z_wi t h_LS ( BayesNet * net , const st d: : st r i ng & f i l ename,
const st d: : st r i ng & f or mul a,
bool want _per cent age,
st d: : map<st d: : st r i ng, st d: : st r i ng>
cust omi zed_node_shape=
st d: : map<st d: : st r i ng, st d: : st r i ng>( ) ) ;

Funct ional i t y : Create graph with link st rengths (True Average or Blind Average formula,
absolute value or percentage). Link Strength of each arc is displayed by (1) number next to
the arrow and (2) gray scale of arrow. If an arrow is very weak and would be almost invisible,
it is replaced by a dashed arrow.
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X
(Entropy=1.000)

Y
(Entropy=1.000)

Z
(Entropy=1.000)

Figure 2: Entropy Graph for Example 1.

6.2 Graph Out put for Example 1

The following sample code demonstrates how to generate graphs for Example 1 (see Figure 1 in
Sect ion 1.1):

Sample Code to Generate Graphs for Example 1:

BNet _p = St r ong_Weak_exampl e( ) ;

PNLt oGr aphvi z_wi t h_Ent r opy ( BNet _p, " Ent r opy. dot " ) ;

PNLt oGr aphvi z_wi t h_LS ( BNet _p, " LS_Tr ue. dot " , " Tr ueAver age" , f al se ) ;
PNLt oGr aphvi z_wi t h_LS ( BNet _p, " LS_Tr ue_P. dot " , " Tr ueAver age" , t r ue ) ;

PNLt oGr aphvi z_wi t h_LS ( BNet _p, " LS_Bl i nd. dot " , " Bl i ndAver age" , f al se ) ;
PNLt oGr aphvi z_wi t h_LS ( BNet _p, " LS_Bl i nd_P. dot " , " Bl i ndAver age" , t r ue) ;

PNLt oGr aphvi z_wi t h_MI ( BNet _p, " MI _0. dot " , 0, f al se ) ;
PNLt oGr aphvi z_wi t h_MI ( BNet _p, " MI _1. dot " , 1, f al se ) ;
PNLt oGr aphvi z_wi t h_MI ( BNet _p, " MI _2. dot " , 2, f al se ) ;

PNLt oGr aphvi z_wi t h_MI ( BNet _p, " MI _P_0. dot " , 0, t r ue ) ;
PNLt oGr aphvi z_wi t h_MI ( BNet _p, " MI _P_1. dot " , 1, t r ue ) ;
PNLt oGr aphvi z_wi t h_MI ( BNet _p, " MI _P_2. dot " , 2, t r ue ) ;

The above code was used to generate all graphs shown in this subsect ion. As ment ioned above
the code generates only the ÔdotÕ-Þle for each graph which is then converted to a rendered graph
using the dot command of the GraphViz package.

These graphs are now discussed one by one in the order they were generated by the code. Note
that all graphs (except for the entropy graph) automat ically receive a descript ive capt ion that
precisely describes what is being displayed in the graph.

Figure 2 shows the entropy of all nodes. The entropy of nodes X and Z equals exact ly one,
while the value for node Y is actually 0.99995 (rounded to 1.000 due to the limited number of
decimals).

Figure 3 shows the link st rengths for all links using True Average and True Average Percentage.
Figure 4 shows the same informat ion using the Blind Average formula instead. Note that the link
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Link Strengths using True Average

X

Y

0.000 Z

0.531

0.204

Link Strengths using True Average Percentage

X

Y

0.0% Z

53.1%

29.7%

Figure 3: True Average Link Strength (left ) and Percentage (right) for Example 1.

Link Strengths using Blind Average

X

Y

0.000 Z

0.531

0.516

Link Strengths using Blind Average Percentage

X

Y

0.0% Z

53.1%

51.6%

Figure 4: Blind Average Link Strength (left ) and Percentage (right) for Example 1.
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Mutual Information for all nodes relative to node X

X
(Entropy=1.000)

Y
(0.311)

Z
(0.531)

Mutual Information for all nodes relative to node Y

X
(0.311)

Y
(Entropy=1.000)

Z
(0.515)

Mutual Information for all nodes relative to node Z

X
(0.531)

Y
(0.515)

Z
(Entropy=1.000)

Figure 5: Connect ion Strength (Mutual Informat ion) relat ive to node X (left ), Y (center) and Z
(right) for Example 1.

Mutual Information Percentage for all nodes relative to node X

X
(Entropy=1.000)

Y
(31.1%)

Z
(53.1%)

Mutual Information Percentage for all nodes relative to node Y

X
(31.1%)

Y
(Entropy=1.000)

Z
(51.5%)

Mutual Information Percentage for all nodes relative to node Z

X
(53.1%)

Y
(51.5%)

Z
(Entropy=1.000)

Figure 6: Connect ion Strength (Mutual Informat ion) Percentage relat ive to node X (left ), Y
(center) and Z (right) for Example 1.

st rengths are indicated in two ways: as a number next to the arc and by the gray scale of the arcÕs
arrow. In cases where the link st rength is relatively weak3 and the arrow would be nearly invisible,
the arrow is dashed instead in a light gray. Thus a dashed line always indicates a link st rength
(percentage) that would be below the treshold for visibility.

Figure 5 shows the mutual informat ion using a separate plot for for each node. For example the
Þgure on the left of Figure 5 shows the mutual informat ion relat ive to node X (X is thus indicated
by an octagonal node shape). The numbers underneath Y and Z indicate the connect ion strength
of those nodes relat ive to X . Furthermore, the gray scale of the nodes also indicates the strength
of inßuence: a darker node is more strongly connected to X than a lighter node.

For completeness, we also include the graphs showing Mutual Informat ion percentage here in
Figure 6, although those do not provide any new informat ion in this case and are rather boring.

3See Sect ion 7.2 on a discussion of which st rengths to consider to be weak.
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A

B

A : P(A = Tr ue) = a

B : P(B = Tr ue|A = Tr ue) = b1

P(B = Tr ue|A = F alse) = b2

Figure 7: Example 2 - Two-Node Network with parameters describing all probabilit ies.

7 Proper t ies and I nt erpret at ion of t he M easures

This sect ion provides results for several di! erent types of Bayesian Network models and uses them
to illust rate propert ies of the link st rength and connect ion strength measures.

7.1 D emonst rat ing D i! erence Between L ink St rengt h and Connect ion St rengt h

Let us revisit the graph output for Example 1 provided in Sect ion 6.2 and compare those results
to the desired propert ies for link st rength and connect ion strength out lined in Sect ion 1.1:

¥ Connection Strength: Figure 5 shows that the connect ion strength is as expexted. Each
pair of nodes, (X , Y ), (X , Z ) and (Y, Z ), is st rongly connected. In part icular, thepair of nodes
(X , Y ) receives a strong connect ivity value, because they are strongly connected through the
chain X ! Z ! Y .

¥ Link Strength: The results for the link st rengths (Figure 3 and 4) are also consistent with
the expectat ion in Sect ion 1.1: no matter which formula is used (True Average or Blind
Average), the link st rengths of the arcs from X to Z and from Z to Y are signiÞcant , while
the strength of the arc from X to Y vanishes.

Thus the link strength and connect ion strength measures deÞned here behave for this example as
speciÞed in Sect ion 1.1.

Two more details are noteworthy: First ly, the link st rength from X to Z is ident ical for both
formulas, which makes sense since Z only has a single, uniformly dist ributed parent , X , thus the
assumpt ions imposed for Blind Average Link Strengths are sat isÞed anyway.

Secondly, the di! erence between the two formulas for the arc from Z to Y shows that the results
for those formulas can generally vary signiÞcant ly. Thus one must carefully choose which formula
to use. This issue is discussed in more detail in Sect ion 7.3 below.

7.2 W hat T hreshold Should be U sed t o I ndicat e a ÒSt rongÓ Relat ionship?

This quest ion will not be fully answered here, but we will t ry to shed some light on it by considering
the simple example in Figure 7. Nodes A and B in the network in Figure 7 are both binary with
states Tr ue and F alse. The parameters a, b1, b2 describe all probabilit ies, since all other values
easily follow from them.

First let us note some very interest ing property.

Proper t y 1: For any node, Y , in a Bayesian Network with only a single parent , X , mutual
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b 0.0 0.01 0.02 0.05 0.1 0.2 0.3 0.4 0.5

M I (A, B ) = LSt r ue/ bl i n d(A ! B ) 1.0 0.919 0.859 0.714 0.531 0.278 0.119 0.029 0
M I %(A, B ) = LS%t r ue/ bl i n d(A ! B ) 100 91.9 85.9 71.4 53.1 27.8 11.9 2.9 0.0

Table 1: Connect ion and Link Strengths for varying b in Example 2a.

informat ion and True Average Link Strength yield the same value. Mutual informat ion Percentage
and True Average Link Strength Percentage also coincide in this case:

If Parents(Y ) = { X } : M I (X , Y ) = LStr ue(X ! Y )

If Parents(Y ) = { X } : M I %(X , Y ) = LS%tr ue(X ! Y )

Proof: If Y only has a single parent , then Z is the empty set in the deÞnit ion of Link Strength:

LStr ue(X ! Y ) = U(Y |Z ) " U(Y |X , Z ) = U(Y ) " U(Y |X ) = M I (X , Y ).

The equality of the percentages follows in the same way.

Example 2a: Now let us consider the special case of Example 2, where a = 0.5, b1 = b and
b2 = 1" b. Thus node A is uniformly dist ributed and by varying b we can inßuence how much the
state of A a! ects the probability of states of B . For example, for b = 1.0 (b = 0.0) we have perfect
certainty for B knowing A: B is Tr ue if and only if A is Tr ue (F alse). Furthermore, uncertainty
is maximal for b = 0.5 and the amount of uncertainty is ident ical for b and for b

!
= 1 " b.

Thequest ion for which weseek to gain intuit ion with this example is how do mutual informat ion
and link st rength ÒscaleÓfor this example, i.e. what values do they result in for varying b?

Table 1 shows the result for M I (A, B ) for a variety of values of b. Note that these also represent
the results obat ined for both link strength formulas: From Property 1 we know that M I (A, B ) =
LStr ue(A ! B ) for this example. Furthermore, it is LStr ue(A ! B ) = LSbl i nd(A ! B ) for
Example 2a, since A is uniformly dist ributed.

In Table 1 not ice how quickly M I (A, B ) decreases when increasing b from zero. For example,
for b = 0.1 we know that in 90% of cases B is Tr ue if and only if A is F alse. However, the
connect ion/ link st rength value is only 0.531 with a percentage value of 53.1%. Similarly, even for
b = 0.4 we know that A st ill has a signiÞcant e! ect on B , but the percentage value of removed
uncertainty is only 2.9%.

T he lesson fr om t his is t hat whi le t he values of t he measur es incr ease monot onously
when uncertain t y is reduced, t he scale of the actual values is not linear and not int ui t ive.
This needs to be considered when choosing a treshold for when a connect ion is considered ÒstrongÓ.
This threshold must be chosen carefully and probably relat ively low. Furthermore, Table 1 should
be kept in mind when making statements about the relat ive importance of one arc over another:
A higher number indicates a higher signiÞcance, but the scale is not linear.

It is a quest ion of further research whether a transformat ion funct ion should be applied to the
values of the link and connect ion strength to yield a more int it ive result . However, most likely
such research would more likely yield a di! erent funct ion to be used to measure uncertainty, i.e.
choosing an elementary funct ion U(X ) di! erent from entropy, but to date it seems no other funct ion
has shown more promise. Nevertheless, the non-intuit ive scale is probably the property of these
measures that most begs for improvement and should be considered in the future.
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7.3 T he D i! erence Between True A verage and B lind A verage L ink St rengt h

The di! erence between True Average Link Strength and Blind Average Link Strength is that the
True Average formula measures the strength of an arc in the context of the ent ire network, while
the Blind Average formula takes only the conditional probabili ty table of the child into account.
Thus Blind Average is a local measure that isolates the impact of the arc from everything else
happening in the network.

To demonstrate the di! erence between the True Average and Blind Average Link Strength let
us revisit Example 2 (Figure 7), but with di! erent values for a, b1, b2.

Example 2b: Consider Example 2 in Figure 7 for the values a = 0.99, b1 = 0.5 and b2 = 0.99.
This means that A is almost always True. If A is Tr ue, nothing is known about the likely state of
B . On the other hand, if A is F alse, B is very likely to be Tr ue, but the former rarely ever occurs.

Thus, if one asks how much informat ion about B is likely gained by knowing the state of A,
the answer is Òvery lit t leÓ, since most likely A is Tr ue and then we do not learn anything about B .
This type of quest ion is answered by the True Average Link Strength, since it considers the ent ire
picture, i.e. it also takes the likelihood of the states of A into account . It yields for this case:

LStr ue(A ! B ) = 0.009,

LS%tr ue(A ! B ) = 0.9%,

which is low even considering the type of scale in Table 1.
In contrast , Blind Average Link Strength is a funct ion of only the condit ional probability table

of the child, B , thus it ignores the joint probability of the parents (only one parent in this case),
assuming instead condit ionally independent , uniformly dist ributed parents. In the case of Example
2b the probabilit ies of A are thus replaced by öP(A = Tr ue) = 0.5, result ing in

LSbl i nd(A ! B ) = 0.279,

LS%bl i nd(A ! B ) = 34.0, %

which by all standards is quite high.
One may ask: Why would anyone want to use the Blind Average Link Strength if it ignores

important informat ion of the network? The answer is that in some cases one may want to isolate
the evaluat ion of an arc from everything else going on in the network. Consider for example a
large network, where node Y is somewhere in the middle and has several parents. Changing any
probability dist ribut ion for any node far away in the network may a! ect the joint probability of
the parents of Y . Should that a! ect the link st rength evaluat ion of arcs between Y and its par-
ents, even if nothing has changed about the direct relat ionship from Y to its parents? Some may
argue, no, the link st rength should not change. Then Blind Average Link Strength is the answer,
since it e! ect ively cuts out Y and its parents from the rest of the network and thus would not be
a! ected by any of changes to other nodes. For all other cases, True Average Link Strength delivers
theanswer taking thechange in theactual frequency of occurrenceof theparent states into account .

Ot her Reasons for Consider ing B l ind A ver age L ink St r engt h:
A di! erent reason for considering Blind Average Link Strength, rather than True Average Link
Strength, is computat ional complexity, since the Blind Average formula only requires a few cal-
culat ions and the True Average formula requires inference. However, so far this has not been a
deciding factor, since (1) computat ional complexity has not been an issue for the networks tested so
far and (2) one could use approximate inference (rather than Junct ionTree) to reduce complexity.
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A

D
= (A or B or C)

B C
A : P(A = Tr ue) = 0.5

B : P(B = Tr ue) = 0.5

C : P(C = Tr ue) = 0.5

D : P(D = Tr ue|A, B , C) = 0.0 if A = B = C = F alse

P(D = Tr ue|A, B , C) = 1.0 otherwise

Figure 8: Example 2: Determinist ic Network where D = A or B or C.

Finally, the last paragraph in Sect ion 7.6 may provide addit ional mot ivat ion for considering
Blind Average Link Strength, in addition to True Average Link Strength. Nevertheless, clear
guidelines on when exact ly to use True Average Link Strength, when to use Blind Average Link
Strength, or when to use both, are st ill to be developed.

7.4 D et ect ing Det erminist ic Relat ionships or W hy t o U se L ink St rengt h Per -
cent ages

This sect ion illust rates an interest ing property of the Link Strength Percentages for determinist ic
funct ions. By determinist ic funct ion we mean that the state of a child is completely known if the
states of all of its parents are known, i.e. there is no uncertainty involved. While this may seem
unusual for a Bayesian Network (and in fact shows that the child node is redundant), it may nev-
ertheless occur in pract ice and be interest ing to detect , e.g. if a network was learned from data.
Furthermore, degenerate cases often make it easier to demonstrate certain propert ies, as is the case
here.

Proper t y 2: For a determinist ic child the True Average Link Strength Percentage to any of its
parents is 100%. The same statement holds for the Blind Average Strength Percentage.4

Proof: True Average Percentage is deÞned (Sect ion 3.4) for a child node Y and parent X as

LS%tr ue(X ! Y ) =
U(Y |Z ) " U(Y |X , Z )

U(Y |Z )
á100,

where Z is the set of all other parents of Y . If the child, Y , has a determinist ic relat ionship to its
parents then by deÞnit ion it is U(Y |X , Z ) = 0. Thus we get for any parent X of Y :

LS%tr ue(X ! Y ) =
U(Y |Z ) " 0

U(Y |Z )
á100 = 100.

Let us consider a speciÞc example to see the usefulness of this property.

Example 3: Figure 8 shows a network with nodes A, B , C, D , where each variable has only two
possible states, Tr ue and F alse. Parent nodes A, B , C are all uniformly dist ributed and D is a
determinist ic child of its parents, deÞned by the relat ionship D = A or B or C.

Figure9 shows theentropy for Example2. Theonly noteworthy item is that D hasa much lower
4Vice versa,I suspect that the reverse statement also holds (I didnÕt get around to prooving that yet though): I f

the True Average Link St rength (or the Blind Average Link St rength) for a child to al l of it s parents is 100%, then
the child is a determinist ic child of it s parents.
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A
(Entropy=1.000)

D
(Entropy=0.544)

B
(Entropy=1.000)

C
(Entropy=1.000)

Figure 9: Entropy Plot Determinist ic OR.

Link Strengths using True Average

A

D

0.250

B

0.250

C

0.250

Link Strengths using True Average Percentage

A

D

100.0%

B

100.0%

C

100.0%

Figure 10: True Average Link Strengths (left ) and Percentages (right) for Determinist ic OR.

entropy than A, B or C, because D = Tr ue with high probability (P(D = Tr ue) = 7/ 8, P(D =
F alse) = 1/ 8). Thus D has much lower uncertainty than the other nodes.

Figure10 shows theTrueAverage Link Strengthsand Percentages. Asexpected thePercentages
are 100% for all links. It may be surprising that the link st rengths themselves do not add up to
one, even if the child is determinist ic. However, the value 0.25 is correct and can be explained as
follows: Let us consider the inßuence of node A on D. There is a total of 23 = 8 di! erent parent
state combinat ions. For 6 of those, namely whenever B or C is Tr ue, it is already known that D
is also Tr ue. Thus the state of A has an e! ect on the state of D only for 2 out of 8 states, which
yields a rat io of 2/ 8 = 0.25.

Given the fact that the True Average Link Strength Percentage and the Blind Average Link
Strength Percentage both take the value of 100% for all parent-child links of a determinist ic child,
looking at the percentages may be a good way to ident ify determinist ic and nearly determinist ic
relat ionships in a network.

Figure 11 displays the mutual informat ion of all nodes relat ive to node A. The numbers for B
and C are zero, since knowing only variable B or only variable C has no inßuence on A in this
system (for unkonwn D). Knowing the state of D reduces the uncertainty of A by 0.138, i.e. by
13.8% (since U(A) = 1.0). Going in the other direct ion, we see in Figure 12 that knowing A reduces
the uncertainty in D also by 0.138, but that represents 25.4% of uncertainty reduct ion in D (since
U(D) = 0.544).

Another mot ivat ion for looking at the percentage is to determine how important the e! ect
of a parent node is, not only in absolute terms, i.e. how much uncertainty is removed, but also
to determine how signiÞcant that removed uncertainty is in comparison to the st ill remaining
uncertainty.
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Mutual Information for all nodes relative to node A

A
(Entropy=1.000)

D
(0.138)

B
(0.000)

C
(0.000)

Mutual Information Percentage for all nodes relative to node A

A
(Entropy=1.000)

D
(13.8%)

B
(0.0%)

C
(0.0%)

Figure 11: Mutual Informat ion (left ) and MI Percentage (right) for all nodes relat ive to node A.

Mutual Information for all nodes relative to node D

A
(0.138)

D
(Entropy=0.544)

B
(0.138)

C
(0.138)

Mutual Information Percentage for all nodes relative to node D

A
(25.4%)

D
(Entropy=0.544)

B
(25.4%)

C
(25.4%)

Figure 12: Mutual Informat ion (left ) and MI Percentage (right) for all nodes relat ive to node D.

7.5 Subt ract ing L ink St rengt h from M ut ual I nformat ion is l ike Subt ract ing
A pples from Oranges

While Property 1 in Sect ion Subsect ion 7.2 showed that Mutual Informat ion and TrueAverage Link
Strength coincide in the special case of a nodewith a single parent , this sect ion shows that generally
the two measures act in di! erent realms and thus generally cannot be compared numerically.

Let us revisit the determinist ic network from Example 3 and compare the results obtained in
Sect ion 7.4 for link st rength and connect ion strength. Because the only causal connect ion between
A and D is a direct link from A to D , one may expect mutual informat ion and link st rength to
yield the same result of uncertainty reduct ion for D by knowing A. However, neither the absolute
numbers, nor the percentages match: according to Mutual Informat ion only 0.138 units (25.4%) of
uncertainty is removed in D by knowing A, while according to link st rength 0.25 units (100%) of
uncertainty is removed. The di! erence is easily explained: The uncertainty in D is reduced less by
learning the state of A if nothing else is known (Mutual Informat ion), than by learning the state
of A if B and C are already known (Link Strength). In formulas:

M I (A, D ) = U(D) " U(D |A) = 0.138.

LS(A ! D ) = U(D |B , C) " U(D |A, B , C)
& ' $ %

0

= U(D |B , C) = 0.25.

This di! erence between assuming nothing else being known (for connect ion strength), and
assuming all other parents are known (for link st rength), is a crucial di! erence that must always
be kept in mind when interpret ing the results of these two di! erent measures. Furthermore, this
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Smoking

Bronchitis

LungCancer

VisitToAsia

Tuberculosis

Dyspnoea

CancerOrTuberculosis

XRayPositive

Figure 13: Graph of Asia Model Ð for the probabilit ies see either literature or Þle
PNL/ high/ DEMO/ models.cpp of PNL Release 1.0 (with correct ion described here in footnote).

fact implies that one cannot apply direct comparisons between the two. For example one may be
tempted to substract LS(Y ! Z ) from M I (Y, Z ) to obtain an est imate of the overall st rength of
all causal connect ions between Y and Z excluding the direct link from Y to Z . However, as the
above example clearly demonstrates, that is not feasible.

7.6 A Final Example: T he ÒV isit t o A siaÓ N etwork

As a Þnal example we use the Visit to Asia network5, which is often used to int roduce Bayesian
Networks (Figure 13). It was originally int roduced by Lauritzen and Spiegelhalter [12] and repre-
sents a simpliÞed version of a medical model to demonstrate the general concept of using Bayesian
Networks in that context . It should thus not be used to draw any conclusions for actual medical
decisions.

Figures 14, 15 and 16 show entropy, True Average Link Strength and Blind Average Link
Strength, respect ively, while Figure 17 shows some selected mutual informat ion graphs.

The following demonstrates what kind of informat ion can be read from the graphs.

¥ The Link Strengths Percentages in Figures 15 and 16 immediately show that CancerOrTu-
berculosis is a determinist ic child of its parents (which, admit tedly, in this case could have
been guessed from its name, too).

¥ The mutual informat ion graph in the center of Figure 17 shows that if one wants to determine
whether a pat ient has LungCancer, that the most important measurable indicator in an Xray.
Whether the person smokes or has Dyspnea (Shortness of breath) is also signiÞcant in making
the diagnosis. Everything else appears to be of lit t le importance (according to this simpliÞed
model!).

5Note that the AsiaModel in Þle PNL/ high/ DEMO/ models.cpp of PNL Release 1.0 has a typo. The correct version
should read: P (B r onchi t i s = T r ue|Smoking = T r ue) = 0.6, P (B r onchi t i s = F alse|Smoking = T r ue) = 0.4.
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XRayPositive
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Figure 14: Entropy Graph for Asia Model.

Link Strengths using True Average
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Link Strengths using True Average Percentage
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38.9% CancerOrTuberculosis

100.0% 100.0%
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Figure 15: True Average Link Strength (left ) and Percentage (right) for Asia Model.

Link Strengths using Blind Average
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Link Strengths using Blind Average Percentage
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Figure 16: Blind Average Link Strength (left ) and Percentage (right) for Asia Model.
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Mutual Information for all nodes relative to node Bronchitis

Smoking
(0.067)
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(-0.000)
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(0.002)
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(0.001)

Mutual Information for all nodes relative to node LungCancer
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(-0.000)
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Mutual Information for all nodes relative to node Tuberculosis
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Figure 17: Connect ion Strength (Mutual Informat ion) relat ive to node Bronchitis (left ), Lung-
Cancer (center) and Tuberculosis (right) for Asia Model.

¥ As indicated by the True Average Percentages on the right of Figure 15 most links are quite
st rong. Keeping the comments on scale from Sect ion 7.2 in mind all connect ions except for
the one from Visit to Asia to Tuberculosis can be classiÞed as signiÞcant .

The Blind Average Percentage for Visit to Asia is much higher though, indicat ing that the
reason for the low True Average Value is the low frequency of occurrence of the state Tr ue
for Visit to Asia. (Side comment: Nevertheless, since the cost of obtaining the informat ion
from a pat ient is small (no test , just a quest ion) and the network is very simple anyway, there
is no reason to eliminate the variable Visit to Asia.)

The last observat ion above concerning the Visit to Asia variable may indicate that it may be good
pract ice to look not only at Mutual Informat ion and True Average Link Strength, but also at Blind
Average Link Strength, before deciding to eliminate a variable due to apparent low signiÞcance. In
a nutshell, onecould say that in this example TrueAverage Link Strength only considers the beneÞt
of the informat ion of variable Visit to Asia for the average pat ient . In contrast Blind Average Link
Strength consideres all pat ient categories equally Ðin this case the low number of pat ients actually
having traveled to Asia are given equal weight tho those not having traveled there Ðand thus gives
more at tent ion to special cases (small groups) and the value of informat ion of variable Visit to Asia
for that special group.

8 Conclusions

Much work remains to be done to develop guidelines for the use of the measures presented here.
There is also a need for developing addit ional measures that have a more intuit ive scale. Neverthe-
less, we hope that the implementat ion of the measures in PNL along with this document will help
to restart the discussion on measuring connect ion and link st rength.

Finally, any feedback or thoughts would be very much appreciated! When working on a volun-
tary project like this one, there is nothing more rewarding than hearing from people who actually
use it . Even construct ive crit icism is much bet ter than no feedback at all... So, please send me
your comments and quest ions!

28



9 References

[1] Boerlage, B., ÒLink Strengths in Bayesian NetworksÓ, M.S. Thesis, Dept . of Computer Science,
The University of Brit ish Columbia, October 1992.

[2] Shannon, C.E., and Warren, W., ÒThe Mathemat ical Theory of Communicat ionÓ, University of
I llinois Press, Urbana and Chicago, 1949.

[3] Pearl, J., ÒProbabilist ic Reasoning in Intelligent Systems: Networks of Plausible InterferenceÓ,
Morgan Kaufmann Publishers, San Mateo, CA, 1988.

[4] U" nk, J., ÒCan the maximum entropy principle be explained as consistency requirement?Ó,
Studies in History and Philosophy of Modern Physics 26B (1995): 223-261.

[5] K lir, G.J., ÒUncertainty and Informat ion Measures for Imprecise Probabilit ies: An OverviewÓ,
1st Internat ional Symposium on Imprecise Probabilit ies and Their Applicat ions, Ghent , Belgium,
29 June - July 2, 1999.

[6] K lir, G.J., and Smith, R.S., ÒOn measuring uncertainty and uncertainty-based informat ion: Re-
cent developmentsÓ, Annals of Mathemat ics and Art iÞcial Intelligence, vol. 32, pp. 5-33, K luwer
Academic Publishers, 2001.

[7] Nicholson, A.E., and Jitnah, N., ÒUsing Mutual Informat ion to determine Relevance in Bayesian
NetworksÓ, PaciÞc Rim Internat ional Conference on Art iÞcial IntelligenceÓ, pp. 399-410, 1998.

[8] Nicholson, A.E., and Jitnah, N., ÒTreenets: A framework for anyt ime evaluat ion of belief net-
works.Ó, First Internat ional Joint COnferenceon Qualitat ive and Quant itat ive Pract ical Reasoning,
ECSQARU-FAPRÕ97, 1997. (Lecture Notes in Art iciÞcal Intelligence, Springer Verlag.)

[9] Lacave, C. and Diez, F.J., ÒThe Elvira GUI: a tool for generat ing explanat ions for Bayesian
networksÓ(submit ted journal paper, in review), 2004.

[10] Lacave, C., ÒExplicacion en redes bayesianas causales. Aplicaciones medicas.Ó Ph.D. The-
sis, Dept . Art iÞcial Intelligence, UNED, Madrid, Spain, Dec. 2002. (Available in Spanish at
ht tp:/ / www.inf-cr.uclm.es/ www/ clacave/ public/ Publicaciones.htm.)

[11] Zapata-Rivera, J.D., Neufeld, E. and Greer, J. (1999). Visualizat ion of Bayesian Belief Net-
works. IEEE Visualizat ion 1999 Late Breaking Hot Topics Proceedings, pp. 85-88.

[12] Lauritzen, S. L., and Spiegelhalter, S.J., ÒLocal computat ions with probabilit ies on graphical
st ructures and their applicat ion to expert systemsÓin J. Royal Stat ist ics Society B, 50(2), 157-194,
1998.

29


